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1. HosscHUTEIBLHASA 3AIIHCKA

1.1. Lenp u 3aga4yu JUCHUTLINHBI

L{enp AMCIUIUIMHBL: Pa3BUTh y CIyIIATEIeH MOAX0/1 K PEIICHUI0 TEXHUYECKUX 3a]1a4
MPOrPaMMHO-AIAPATHOHN 3aIUTHl HHPOPMAIIHH.

3amaun: W3y4eHHUE OCHOB MOCTPOCHHS MOJCUCTEM MH(POPMAIMOHHON 0€30MacHOCTH, OCBOCHUE
MPHUHIIMIIOB  WCIOJB30BAHMS MPOTPAMMHO-ANIAPATHRIX CPEACTB 3alIUThl  WH(GOpPMAIIUH,
BBIPaOOTKA YMEHU MPOBEACHUS OLICHKU 3aIMIIEHHOCTH HH()OPMAITHOHHBIX CUCTEM.

1.2. ®opMupyemMble KOMIIETEHIIUU, COOTHECEHHBIE C TUIAHUPYEMBIMH pe3yJibTaTaMu 00yueHUst
10 TUCIUILINHE!

KoMmnerenuus HNuauxaropsl PesyabTaThl 00yyeHus
(Kol ¥ HAMEHOBaHUE) KOMIIeTeHIHit
(Kol ¥ HAUMEHOBAHUE)

YK-2 YK-2.1 VYMmers:

CrocoGeH omnpenemnsTs Kpyr AHanusupyeT UMeroIuecs aHAJIM3UPOBATh OrPAHUYECHUS
3ajjay B paMKax pecypchl U OrpaHUYEHMUS, BBIYMCIUTEIbHBIX PECYPCOB,
IIOCTaBJICHHOW LIEJIN U OLICHUBAET U BbIOMpaeT BbIOMpaTh ONTUMAJIbHBIN
BbIOMPATh ONTHMAaJIbHbIE OINTUMAJIbHBIE CIIOCOObI Ha0Op MPOrpaMMHO-
CIOCOOBI UX PEILEHUs, UCXO/I | PEILIEHUs TOCTaBICHHBIX annapatHeix [TAC3U1

U3 JIEUCTBYIOILIUX ITPABOBBIX 3a1a4
HOPM, UMEIOLIUXCSL PECYPCOB
1 OTpaHUYECHU

YK-2.2 Brnaners:

CriocobeH ucnonb30BaTh HaBbIKaMH MCIIOJIb30BaHU
3HaHUSA O BAXKHEUIIINX ITOJIOKEHUIN CTaHAApTOB IPU
HOpMax, UHCTUTYTax U pa3paboTke, HacTpoiike u
OTpAacIIsIX IEUCTBYIOLIETO skcrutyataruu [TAC3U

POCCHICKOTrO Ipasa JJIst
ompeJesIeHus Kpyra 3a/1a4 u
OITUMAJBHBIX CLIOCO00B UX

pereHwst
OIIK-10 OIIK-10.1 3HaTh: apXUTEKTYPY MOJCUCTEM
CriocobeH B KauecTBe 3HaeT NporpaMMHO- 0€301acHOCTH, CMBICIT 6a30BbIX
TEXHUYECKOTO CIICIIUAITNCTA afraparHble Cpe/CTBa MOHATHUH, TAKUX KaK
NPUHUMATh yyacTue B 3alIUThl UH(OpPMAIUU B UACHTUDUKALMS 1
(OpMHPOBAHUY TTOIUTHUKA THUTIOBBIX OIEPAIIMOHHBIX ayTeHTU(UKaIus,
UH(POPMALIMOHHOM cucTeMax, cucremMax pasrpaHMuYeHHe AOCTyNa U T.11.;
0e30MmacHOCTH, yIpaBieHus1 OazaMu MIPOTOKOJIBI JIOKAJTLHON 1
OpraHU30BBIBATH U JAHHBIX, KOMITBIOTEPHBIX CEeTeBOI ayTeHTU(UKALTUH
MOJIICP’)KUBATh BHITIOJTHEHNE | CETAX
KOMIUIEKCa Mep 1O OIIK-10.2 YMeTh: 0CyLIECTBIATh
00€CIeYeHNIO YMmeer KOHPUTYypHpPOBATH HACTPOUKY MOJIMTUKU YUEHBIX
MH()OPMAIMOHHOM nporpaMMHO-anIapaTHbIC 3aIACeH, BBIITOJIHATD
0€30IaCHOCTH, YIIPaBIIATh CpeZACTBa 3aIIUTHI aJIMUHUCTPUPOBAHNE YUETHBIX
IPOIIECCOM UX peau3aliM Ha | wH(POPMAIIUH B 3aIMCcel MoJab30BaTeNel Ha
00BEKTE 3alTUTHI COOTBETCTBUH C 337aHHbIMU | TaTGopmax Windows u Linux,

MOJTUTHKAMU 0€30TTaCHOCTH | UIAECHTU(UIIMPOBATH CcladbIe
MECTa U ySI3BUMOCTHU




MOJICHCTEMBI UICHTU(PHUKAIIMA U
ayTeHTU(UKALUY;
pa3pabaTbIBaTh MaTPUILY
pasrpaHuyYeHHs JOCTYIa,
peaTr30BBIBATH TUCKPEIIMOHHOEC
pasrpaHMyYeHHE JOCTYIa K
o0bekTaM (alIoBOM CHCTEMBI U
CHCTEMHOTO peecTpa.

OIlK-10.3
Brageer npuHIunamu
(hopMUPOBaHHUS TOJIUTUKH

Bnaners. HaBBIKaMU
aJIMUHHUCTPUPOBAHUS MOJACUCTEM
0e30macHOCTH, HACTPOHKHU

MH(POPMAIIMOHHOM CUCTEMBI, TIOJIUTUK

6e30macHOCTH 00BEKTa 0€301acHOCTH, YIPaBICHHS

uHpOpMaTH3ALUN YUETHBIMH 3aIUCMHU.
OIIK-12 OIlK-12.1 3HaTh: TMHENKY IPOrpaMMHO-

Crioco0eH TpoBOIUTH
MOJITOTOBKY MCXOJTHBIX
JAHHBIX JIJIS1 IPOCKTUPOBAHHSI
MIOJICHCTEM, CPEJICTB
o0ecIeyYeHH 3aIUThI
uH(GOPMALIUU U JIJIS TEXHUKO-
SKOHOMHYECKOTO
000CHOBaHMS
COOTBETCTBYIOIIHX
NPOCKTHBIX PEIICHUIN

3HaeT NPUHLIMIIBI
(bopMHUPOBaHUS TTOTUTUKH
MH(POPMAIIMOHHOM
0€30MMacHOCTH B
WH(POPMAIIMOHHBIX
CHCTEMax; OCHOBHBIC ATAITbI
mporiecca MpPOeKTUPOBAHUS
u o0mue TpeOoBaHMS K
COJICPIKAHUIO TIPOCKTA

anmnapaTHbIX CPEJCTB 3aIUThI
uHpOpMaLUY; TOAXObI K
TECTUPOBAHUIO IIPOIPAMMHO-
annapaTHbIX CPE/ICTB 3aILUTHI
uH(popManuu

OIIK-12.2

YwMeet onpenensiaTh
MH(POPMALMOHHYIO
UH(QPaACTPYKTYypy U
MH(OPMAaIMOHHbIE PECYPCHI
OpraHM3aI1H, MOTIEKALUX
3alUTe; aHATU3UPOBATh
MIOKa3aTeIu KauecTBa U
KPUTEPHUH OLICHKU CHUCTEM U
OTJIEbHBIX METO/IOB U
CPEICTB 3aLIUThI
nHpopManuu

YMeTh: 0CyIIeCTBIATH BHIOOD
MIpOrpaMMHO-annapaTHbIX
CPEJICTB 3alIUThl HHPOPMAIIUU
aJICKBATHBIX PEIIAEMbIM
3a71a4aM; COCTaBIISITh METOJUKHU
WCIIBITAHUHN CPEJICTB 3aIUTHI
nH(OpPMAIIUU; TIOJIXO/IBI TIO
OIICHKE IOKa3aTelei Ka4ecTBa,
KPUTEPUH OLIEHKU MTPOrpaMMHO-
anmapaTHbIX CPEJICTB 3aIIUTHI
uHpopManun

OIlK-12.3

Bnaneer HaBLIKaMU 11O
pa3paboTKe OCHOBHBIX
MOoKa3aTeyie TEXHUKO-
SKOHOMHUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PEHICHUI

Biagets HaBBIKaMHU
IIPOEKTUPOBAHUS, HACTPOMKH U
JKCILTyaTallud CPEJCTB 3alLUThI
MH(pOpPMaLIUU C YIE€TOM TEXHUKO-
YKOHOMUYECKUX ITOKa3aTeIIeH.

1.3. MecTo TUCHUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOTrpaMMbl

«CpencTBa mporpaMMHO-anmnapaTHO# 3aUThl HH)OPMAIIHI OTHOCUTCS K 00s3aTelbHON
yacTH 0JIOKa TUCIUTIIIMH Y4eOHOTO TUTaHa.




Jlis  OCBOGHUS JUCHHILTUHBI HEOOXOMUMBI KOMMETCHINH, (OpPMHUpPYyEMBIE B XOJe
U3YYEHUs AUCUUIUINH: «be30macHOCTh OmepaluoHHBIX CUCTEM», «3amuTa HHOpPMAlUU OT
BPEIOHOCHOTO TIPOTPAMMHOTO 00ECIICUCHHSI.

B pesynbrare ocBO€HUS TUCHUIUIMHBI (POPMUPYIOTCS KOMIIETEHIIUU, HEOOXOAUMBIE ISt
W3YYCHUS CIEAYIONMX IUCIUIUMH: «OIleHka 0e30MacHOCTH MPOrpaMMHOTO OOecTieueHust

ABTOMATHU3HPOBAHHBIX

CHCTEM»,

«[IpoexTupoBanue

3al[UIIEHHBIX ABTOMATHU3HPOBAHHBIX

CHUCTEM», «be3onacHocTh cucTeM 0a3 JaHHBIX), «be301macHOCTh BEIYUCIUTEIBLHBIX CETCH.

2. CTpyKTypa IMCUMILIUHBI

OO0mmas TpyA0€MKOCTh JUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX enunuil, 144 yaca

CTpyKkTypa IMCUMILIMHBI 1JIA 04HOI opMbI 00yUeHMsI

O0beM TUCHUIUIMHBI B (pOpME KOHTAKTHOW PabOThI OOYYAIOIIMXCS C TEIaroru4eCKUMHU
paboTHUKaMu W (WJIM) JTUI[AMHU, TIPUBJICKACMBIMH K pealn3anuyd 00pa3oBaTeIbHOW MPOrpaMMbl
Ha WHBIX YCIIOBUSX, P MPOBEICHUN YICOHBIX 3aHITHIA:

Cemectp | Tun yueOHBIX 3aHATHI KosmuecTBo gyacoB
5 Jlexuun 16
5 JlaGopaTopHbie pabOThI 20
6 Jlexuun 16
6 JlaboparopHbie pabOTHI 20
6 [IpomexyTouHas arTecTanus 18
Bcero: 72

O0BeM AUCIUIUTMHBI B (POpME CaMOCTOATEIbHON PaboThl 00YYAKIIHUXCS COCTABIsACT /2
aKaJIEMHUYECKUX YaCOB.

3. Coaep:xkanue JUCHUNIMHBI

5 cemecr
Ne HaunmenoBanue pasgena | Coaepxanue
AU CHMIITUHBI
1 Oomue mnpeacraBiaeHus o | O6miee NOHATHE TPOrPAMMHO-ANIAPATHBIX CPEICTB

NPOrpaMMHO-aNNapaTHbIX
cpeacTBax 3alUTHI
uHpopmanuu

3amuTel  UHQoOpMaruu.  TUIb
anmapaTHBIX ~ CPEACTB  3allUTHl  WHGOpPMAIIUH.
CpenctBa Kpunrorpaduueckoit 3aIUTHI
nHpopmanuu.  ['eHepaTopsl  TCEBIOCIYYaHBIX
yucen. AnmnapaTHble MOIYJIH JOBEPEHHOU 3arpy3KHu.
CpencTtBa  KOHTpOJIE ~ BHEHIHUX  HOCHUTENCH.
MesxceTeBoe SKpaHUPOBAHUE.

pOTrpaMMHO-

CpencrBa uaeHTH(PUMKALUN U
ayTeHTHPUKALHNU

[lonsatus waeHTHGUKANMKE W  ayTeHTU(DHUKAIIUU.
JlokaneHass ayreHTu¢ukanus. CBolicTBa  XdII-
¢byakmuii.  Anroputm  NTLM.  Konuenuus
PluggableAuthenticationModule. CereBoii
MpoTOKON ayreHTudukanuu Kerberos. Artaku Ha
MOJICUCTEMY ayTeHTU(HUKAIIHH.

Pasrpanunyenue gocryna

JIMCKpenMoHHOe W MaHJAaTHOE pa3rpaHHuYCHHE
noctyna. CyOBekTsl M OOBEKTHI  JOCTYIIA.
Crpykrypsl  ¢aiinoBeix cucreM NTFS u  UFS,
MetagaHHble.  CHOUCKM ~ KOHTpOJIA  JOCTYIIA.
SecurityReferenceMonitor, aBropu3anusi.

Perucrpanus codbITHil

Perucrpamnus cobpiTuii O6e3onmacHocTH. Karteropuu
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0e3omacHOCTH

PErUCTPUPYEMBIX COOBITHI. Peructpamus moctym K
oObekTaM  (haillloBOW  CHUCTEMBL.  YTpaBJIeHUE
PErUCTPallMOHHBIMU KYpPHAJIAMHU.

KonTpoas nesocTHocTH

[Iponienypa KOHTPOJSL LETOCTHOCTH. AJITOPUTMBI
pacuera kouTpoibHbIX cyMM (CRC, MD5, SHA-1).
CpencTBa rapaHTHITHOTO yaieHus] HH)OpPMAIIHH.

6 cemecT

Ne

HaumenoBanue paszaena
AUCHHUILIMHBI

Conepxanue

IIpeamer u 3a1a4u
MPOrpaMMHO-ANINAPATHOMN
3alMThl HH(POPMALMU

[Ipenmer 3amutel. CBoiicTBa uHpOpMammu u e
1eHHOCTh. OOBEKT 3amuThl HHPOpMAHMH. Buibl
uHpopManuu. YTeuka uHPOpMAIMU U €€ BUJBIL.
CereBoe U MeKCETEeBOE B3auMoieiicTeue. [lonuTrka
0e30IMacHOCTH.

BpenoHocHble mporpamMmbl H
yAAJEéHHbIE ceTeBble aTaKu

BpenoHocHble IpOrpaMMBL.
Kommnbrorepuele  BUpyChl.  TpOSHCKHME  KOHHU.
CereBbie uepBu. lloraliHble XOABI M PYTKHUTHL
BPEIOHOCHBIE ~ MPOrpaMMbl  JJIi  MOOMJIBHBIX
ycrpoiictB. IIpoune BpemoHOCHBIE POrpPaMMBI.
HaumenoBanue BHPYCOB. DneMeHThI
3alMTBI  OT  BPENOHOCHOTO  IPOrPaMMHOIO
obecnieuenus. Texnonorus Black u Whitelisting.
Y 1anéHHbIe CETEBbIE aTaKU.
CereBble ataku. OOOOWMIEHHBIN CIIEHApHH AaTaKH.
Ataku «OTKa3 B O0OCIy)XMBaHUM». ATaKku Ha
nporokosbl [P, ICMP, UDP, TCP. TI'enepartopsl
atak. Artaka K. MwurHuka. Kiaccudpukanuu
YIAaNEHHBIX aTaK.

Me:xceTeBble IKPaAHBbI

PazButue TEXHOJIOTUM MEXCETEBOTO
JKpaHupoBaHus. DuipTpauus NAKETOB. Buasl
MEKCETEBBIX DKPAHOB.

[IepconanbHbIE MEKCETEBbIE JKpAaHBbI.
Pacnpenenénnbie MEKCETEBbIC SKpaHbl.
MesxcereBble dKkpaHbl Web-npuiokenuit. Hosoe
TTOKOJIEHUE MEKCETEBBIX JKPaHOB. O6xox
MEKCETEBBIX JKpaHOB. I[locTemeHHbI MNOAXOA.
TynunenupoBanue. TpeGoBaHus ©  ToOKazaTenu
3aIIUIIEHHOCTH MEKCETEBBIX SKPAHOB.
TecTupoBaHue MEXKCETEBBIX JKpaHOB. [Ipumepsl
MEKCETEBBIX DKPAHOB.

BupTtyajbHble YaCTHbIE CETH

Bupryanuzanus v o0nayHble  TEXHOJOTHH.
Tynnenuposanue. IIporokosnsr VPN  kananbHOTrO
YPOBHS. [IpoTokon IPSec. Acconpanus
obecrieyeHuss  Oe3omacHOCTH. TyHHENbHBIM U
TPAaHCHOPTHBI  pexuMbl  npotokosa  [PSec.
[IpoTokon oOmeHa uHTEepHET-KIt0o4aMu. [IpoTokon
ayreHTU(UKaNU 3arojoBka. [IpoTokon GezonacHon
UHKAICYJIILIUA ~ COAEpKUMOro nmnakera. [Ipumep
npumeneHnst  nporokona  IKE.  CoBmecTHOE
ucrnonb3oBanue npotokojaoB ESP u AH. OcHoBHbIe
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TUNBl 3aIUIIEHHBIX CBA3ed. [Iporokonsr VPN
TpaHcHnopTHOTO ypoBHs. Lludposie cepTudukarsl.
[Ipumepsl  oTedecTBeHHOro moctpoeHus VPN.
Kpunrouutrossr. Uadpactpykrypa PKI

Cucrembl 00HapyKeHUS U

npeaoTBPALIEeHUs] BTOPsKEHUH

Mopenu cuctem oOHapy)eHus BTopkeHu. Mojenb
H. Hennmnr. Mogens CIDF. Knaccudukarus
cucTeM OOHapyXeHus BTop)keHuil. OOHapykeHue
curHatyp. Cucrema oOHapyXeHHUS BTOPXKEHUU
Snort. IlpaBunma  Snort. I[lpumepst mpaBui.
O6napyxenue anomanuii. Meroasl DataMining.
Metoabl TEXHOJIOTMH MOOUIIBHBIX areHTOB. MeTo b
MOCTPOCHUS HMMYHHBIX CHUCTEM. TecThpoBaHUE
cucteM OOHapyxeHusi BTOp>keHuMH. TectupoBanue
KOMMEPUYECKUX CHCTEM. TectupoBanue
UCCIIEZIOBATEIBCKUX IPOTOTHUIIOB. Meroabl
dbopMupoBaHusl TECTOBBIX HabopoB. Marpuia
HecooTBeTCTBUM.  CucTeMbl  IpeayNnpexJIeHus

BTOPKEHUMN

4. Ob6pa3oBaTejibHbIE TEXHOJIOTHH

5 cemecTp
Ne |HammeHoBaHMe .
Buabl yueOnbIx 3anaTuii  (O0pa3oBaTe/ibHbIE TEXHOJIOTHH
n/n |pasaesa
1 |2 3 4
1. |O6mue Jlexnus 1 TpaauuuoHHas ¢ UCIIOIB30BAHUEM
IpEJICTaBICHUS O Ipe3eHTalum
IPOrpaMMHO- TectupoBanue
anmnapaTHbIX CamocrosiTenbHas paboTa
CPEICTBaX 3alllUThI N3y4yeHne maTepuasnoB JeKINN
uH(popMaluu
2 |Cpencta Jlexuus 2 TpaauuuoHHas ¢ UCIIOIB30BAHUEM
uACHTU(DUKAINY U Ipe3eHTalui
ayTeHTU(UKALUU JlaGoparophas padota 1. |TectupoBanue
CamocrosrenbHas pabora
Beinonnenue 3aganus
N3ydyenune MareprasioB JICKIHIA
3 |PasrpanuueHwue Jlexnws 3.1 TpanuuMOHHAS C UCTIOIB30BAHUEM
JIOCTyTIa Jlexuus 3.2 IIPE3EHTALUN
3.1. luckpenmoHHoe TectupoBanue
pasrpaHu4eHHE JIaGoparopHas paboTa2.
JocTyna
3.2. IlonnomouyHoe |CamocrosiTenbHast pabota |Beimonnenue 3agaHus
pasrpaHuyeHue
JocTyna W3y4yeHne maTepuasioB JEKINUN
4  |Peructpanus Jlexuus 4.1 TpaaunuoHHas ¢ UCHOIb30BAHUEM
COOBITHH Jlexknusa 4.2 MpEe3EHTalNI




0€30I1aCHOCTH

JIaGoparopHas paboTa3.

CamocrosiTenbHas padbora

TectupoBanue

Brimmonnenune 3amanus

N3ydenune MarepuasioB JICKIHI

5 |KonTpoan Jleknusa 5.1 TpaguunoHHAas C UCIOJIB30BAHUEM
LIEJIOCTHOCTHU Jlexuus 5.2 IIPE3EeHTAlUN
TectupoBanue
JlaboparopHast pabota4.
CamocrositenbHas pabota |BrinmonHenue 3aganus
M3yuenue MmarepuasioB JEKIUI
6 cemecTp
Ne |HaummeHnoBaHmue .
Buabl yyeOnbix 3anatuii  |Q0pa3oBaTe/ibHbIE TEXHOJIOTHH
n/n (pasaesna
1 |2 3 4
1. Jlexknus 1 TpanuuronHas JIEKIUS C
[Ipenmer u 3amaun KCIIOJIb30BAHUEM MTPE3CHTALUIM
MPOTPaMMHO- TectupoBanue
annapatHoil 3amuThl|CamocTosTeNnbHas padoTa
uHpopmanuu IToaroroBka K 3aHATHSIM C
ucnonbs3oBanneM DbC
2 Vnanéuusie cereBole |Jlexmus 2 TpanuuroHHas JIEKIHS C
aTaku WCIIOJIb30BAaHUEM TPE3CHTAINI
TectupoBanue
JlabopaTtopHas pabora 1.
3aHATHS C UCHOJIB30BaHUEM
crienpanuzupoBanHoro [10
CamocTosTenbHas paboTa
IToaroroBka K 3aHSITHSIM C
ncnonb3oBanueM JbC
3 |MexcereBbie 3kpanbl [Jlekmmst 3.1. TpanunrioHHast TIEKIHS C
U anmnapaTHbIe Jlexums 3.2. MCIIOJIb30BaHUEM MPE3EHTAINI
Kpunrorpaduieckue TectupoBanue
LIUTIO3BI JlaGopartopHas paborta 2.
3aHATHS ¢ UCHOJIHL30BaHUEM
crienuanuzupoBanHoro [10 u
CamocrosTenbHas pabota |000pyAOBaHUA
[ToaroroBka Kk 3aHATUSIM C
ucrop3oBanueM ObC
4  |Bupryanuzauus u Jlexuus 4.1 TpanuuyvoOHHAs JIEKIMS C
o0JauHble Jlexuus 4.2 HCITOJIb30BAaHUEM IIPE3EHTALIUI
TEXHOJIOTHH. TectupoBanue
Bupryanbabie JlabGopaTtopHas pabora 3.
YaCTHBIC CETH 3aHATHS C UCHOJIB30BaHUEM
crienuanuzupoBanHoro 10 n
CamocrosiTenbHast pabota |000pymaOBaHUs
IToaroroBka k 3aHITHSIM




5 |Cucremsl Jlexmus 5.1.
OOHapyXeHHS U Jlexuus 5.2.
IPE0OTBPALICHHS
BTOP)KEHU I JlaGoparopHas paborta 4.

CamocrosTenbHas pa60Ta

TectupoBanue

000pyIoBaHUS

TpaguunoHHAas JEKIMS C
HCITOJIBb30BAHHUECM HpGSGHTaL{I/Iﬁ

3aHsATHS C UCTIOJIB30BAHUEM
crienuanuzupoBanHoro [10 u

IloaroroBka K 3aHATUIM C
ucnoys3zosanueM ObC

5. OueHka IaHUPYEMBbIX pPe3yJIbTATOB 00y4eHus!

5.1. Cucrema orileHUBaHUA

S cemecTp
®opma KOHTPOJIA Makec. K0JIM4eCTBO 0aJ1J10B
3a onny padory Bcero
Texyuuit KoHTpOIIb (5 cemecTp):
— mecmuposanue (memol 1-5) 4 6anna 20 bannos
— nabopamopuvie pabomul (memvi 2-3) 10 6annos 20 bannos
— abopamopuvie pabomul (memvi 4-5) 10 6annos 20 6annos
[TpomexyTouHas aTTecTanus - 3a4eT 40 bannos
(3auem no 6unemam)
HToro 3a cemectp 100 6annos
6 cemecTp
®opma KOHTPOJIA Makc. KoJIM4eCTBO 0aJ10B
3a ogny padorty Bcero
Texymuit KOHTPOIBb (6 cemecTp):
— mecmuposanue (memol 1-5) 4 6anna 20 bannos
— nabopamopuwle pabomul (memot 2-3) 10 6annos 20 6annos
— 1abopamopnvle pabomul (memol 4-5) 10 6annos 20 6annos
[TpomexyTouHas aTTecTalus — 3K3aMeH 40 6annos
(ox3amen no 6uremam)
HToro 3a cemectp 100 6annos

HCpC‘-ICHL KOMIIETEHILIUH C YKa3aHHUEM 3TAIlOB UX (I)OpMHpOBaHI/IH B IIPOILIECCEC OCBOCHUA

JUCHUIITIMHBI MPEACTABIACTCA B BUJIC Ta6J'II/II_[BI:

No Konumponupyemwie Koo konmponupyemoii Haumenosanue
n/n | pazdenvt OucyunIUHbL KomnemeHnyuu OUEHOUYHO020 cpedcmea
1. Tembr 1 — 5 OIIK-10; OIIK-12; YK-2 Ompoc
2. JlaGopatopusie 3ansatus 1 — | OIIK-10; OIIK-12; YK-2 Oruer no
4 (5 cemectp) 1a60paTOPHBIM
paboram
3 Jlaboparopusie 3ansaTus 1 — | OIIK-10; OIIK-12; VK-2 Otyet mo
4 (6 cemectp) 71a00paTOPHBIM
pabotam
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[TosrydeHHBINM COBOKYITHBIN pe3yNbTaT KOHBEPTUPYETCS B TPAAULMOHHYIO IIKAJIy OLIEHOK U B
mIKaxy olieHok EBporelickoli cucteMsl iepenoca 1 HakoruieHust KpenutoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBUH ¢ TabIMIIEH:

100-6annbHast TpaionHas mKaa Ixama
IKajIa ECTS
95 -100 A
8394 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 —67 D

50 55 yIIOBJICTBOPUTEIHHO E
20-49 FX
0_19 HEYIOBJICTBOPUTEIHHO HE 3a4TEHO F

5.2. Kpurepuu BbICTaBJICHUS OLEHKH 110 TUCIUILIMHE

Banany/
HIxkanaa
ECTS

Onenka no
JMUCHMUILIMHE

KpnTepml OLICHKHU pe3yabTaToB oﬁyqe}ma o JTUCHUIIJIMHE

100-83/
AB

OTJIMYHO/
3a4TEHO

BeicTaBisiercst 00ydaronemMycs, eCiii OH ITyOOKO U MPOYHO YCBOMII TEOPETUUESCKUH U
MPaKTHYECKUIT MaTepHall, MOXKET IIPOAEMOHCTPHPOBATH 3TO Ha 3aHATUAX U B XOJIE
POMEKYTOYHOM aTTEeCTAINH.

OO6y4aromuiics HCUYEPNBIBAIOIIE U JJOTHYESCKU CTPOITHO M3IaraeT y4eOHBIi MaTepuall,
YMeEeT YBS3bIBATh TCOPHIO C IIPAKTHKOM, CIIPABIISETCS C PEIICHHEM 33714
npo(hecCHOHATLHON HAIPABICHHOCTH BEICOKOTO YPOBHSI CIIOXKHOCTH, IPABUIIBHO
000CHOBBIBACT MPHUHSTHIC PEIICHHS.

CB000OHO OpHEHTHPYETCs B yueOHOI 1 MpodecCHOHATIBHOM TUTEpaType.

OteHKa 1o AUCIMIUIMHE BBICTABJISIOTCS 00yYaronieMycs ¢ y4€TOM pe3yIbTaToB
TEKYLIEH U IPOMEXYTOUHOM aTTECTALUM.

Kommerenmum, 3akpeniéHHbple 3a AUCIUTUITMHON, cPOPMHUPOBAHBI HA YPOBHE —
«BBICOKUI».

82-68/

Xoporo/
3a4TEHO

BeicraBinsiercst 00y4aronieMycsi, €CJid OH 3HaeT TEOPETUUECKHN 1 MPAKTHYECKU I
MaTepuall, FPaMOTHO U I10 CYIIECTBY U3/1araeT ero Ha 3aHATUAX U B XOJ€
MIPOMEXKYTOUHON aTTECTALNH, HE TOIyCKas CYIIECTBEHHBIX HETOUHOCTEH.
OOyy4aromuiicst MPaBHIIBHO ITPUMEHSET TEOPETHIECKUE MOT0XKEHHS IPH PELICHUH
MIPaKTHYECKHX 33134 Mpo(ecCHOHAILHOM HalpaBIeHHOCTH Pa3HOTO YPOBHS
CJIOXHOCTH, BJIaJeeT HEOOXOAUMBIMH JJIsl TOTO HaBBIKAaMH M PUEMAMH.
JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B y4eOHOH 1 poecCHOHATBHON JINTEpaType.
Or1ieHKa O AUCIUIUTHHE BBICTABILIIOTCSA 00y4aromeMycs ¢ Y46TOM pe3ylbTaToB
TEKYLIEH U IPOMEXYTOUHOM aTTECTALUM.

Kommnereniyu, 3akperi€éHHbIe 3a TUCIUITIIHHON, COOPMHUPOBAHEI HA YPOBHE —
«XOPOILIUIY.

67-50/
D,E

yJIOBIIETBO-
puTenbHo/
3aYTEHO

BricTaBisiercs 00yJaromemMycsi, €CiIi OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKUH 1
MIPAKTUIECKUH MaTepHai, JOMyCKaeT OTAENbHbIe OMINOKH IIPH eTo N3JI0KEeHUHU Ha
3aHATHUAX U B XOJI€ IPOMEKYTOUHON aTTECTALlUU.

OOyy4arouiicst UCTIBITHIBACT OTIPEEIEHHbIE 3aTPy/JHEHHUS B IPUMEHEHUH
TEOPETHUYECKUX TOJIOKEHUH MTPH PEIICHNH MTPaKTHYECKUX 3aJ1a4 MTPOoeccCHoHaTbLHON
HalpaBJIEHHOCTH CTAHJIApPTHOTO YPOBHSI CIIOKHOCTH, BJIaJ€eT HEOOXOAUMBIMH ISt
9TOro 6a30BBIMM HABBIKAMH U TIPHEMaMHU.

JleMOHCTpHUpPYET AOCTATOYHBIN YPOBEHb 3HAHMS YU€OHOM JINTEPATYPhI 110 AUCIUIUINHE.
OreHKa O AWCIUIUTMHE BBICTABILIIOTCS 00yYarOIEeMycsl C YIETOM Pe3ysIbTaTOB
TEKYILIEH U IPOMEXYTOUHOM aTTECTALIUM.

Komnerenmmn, 3akperui€éHHbIe 3a TUCIUITINHON, COOPMHUPOBAHBI HA YPOBHE —
«OCTaTOYHBINY.

49-0/
F,FX

HEYJIOBJIET-
BOPUTEIHHO/

BricTaBmsiercss 00yJaromemMycsi, €CiIi OH He 3HaeT Ha 6a30BOM yPOBHE TEOPETHUECKHUI
1 TIPaKTHYECKUI MaTepuall, IOIyCcKaeT IpyOble OIIMOKH MPH €ro M3JI0KEHNH Ha
3aHATHUAX U B XOJI MPOMEKYTOUYHON aTTECTALNH.
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Banapl/ Onenka o Kputepnu oueHKHU pe3yJbTaTOB 00y4eHHUSs 10 AUCUUILIMHE

Ixana | AucOUILIMHE
ECTS

HE 3a4TCHO OOyuaromuiics UCIBITBIBAET CEPHE3HBIE 3aTPYAHEHHA B IPUMEHEHHU TEOPETUUECKUX
HOJIOAKEHHUH) NIPU pELIeHUH NPAKTUYECKUX 3a]a4 NPo(decCHOHATBHON HANPaBIEHHOCTH
CTaHJApPTHOT'O YPOBHS CIIOAKHOCTH, HE BJIaJieeT HEOOXOIUMBIMHU [T 3TOIO HABBIKAMHU U
IIpUEMaMH.

JeMoHcTpHpYyeT pparMeHTapHbIC 3HAHUS y4eOHOH IUTepaTyphl 0 AUCHUIIIKHE.
OueHka 10 AUCIUIUINHE BBICTABIAIOTCSA 00yYaloIeMycs ¢ Y4€TOM pe3yJIbTaToB
TEeKyIIel U MPOMEKYTOYHON aTTeCTaluu.

KommnereHnuu Ha ypoBHE «IOCTATOUHBIIY, 3aKpEIUIEHHBIE 38 TUCHUIIIMHON, HE
c(OPMHPOBAHEL.

5.3. OueHouHble cpecTBa (MaTepuabl) sl TEKYLIEr0 KOHTPOJIS yCIIeBaEMOCTH,
MIPOMEKYTOUHOM aTTeCTaluy 00Y4arOIIMXCsl MO JUCIUTIIINHE

IIpumepHBIe KOHTPOJILHBIE BOMPOCHI /1JIsl 3a4eTa - MpoBepKa chopMUPOBAHHOCTH
xomnetenmui OITK-10, YK-2

KonTpoabHbie Bonpochl IIpoBepsiemble
KOMIEeTeHIIHH
1. bazoBble cepBHCHI 0€30MIACHOCTH. OI1K-10
2. Ha3nauenwe u npunimn pabotel yTuauthl «Pesuzop 1». OIIK-10
3. Haznauenue u npuHuun paboThl yTHINUTHI «PeBuzop 2». OIIK-10; YK-2
4. Hasnauenue u npunuun padotsl yruinutel DUKC. OIIK-10; YK-2
5. Unentudukanus, ayreHTH(GUKALINS U YIIPABICHUE YICTHBIMU OIIK-10
sanrcsimu nosib3oBateneit B CYB/] Oracle.
6. Pasrpanmuenne nocryma B CYBJ] Oracle. OI1K-10
7. MannaTtHoe pasrpannudenue goctyna B OracleLabelSecurity. OIIK-10
8. Cxewma ayrentuduxammu Hunxema-Ipenepa. OIIK-10
9. TIporokon ayrentuduxamnmu Kerberos. OIIK-10
10.Ha3nauenue u npuHImmbe! padotel Oracle Database Vault. OIIK-10; YK-2
11.JIuneiika npoaykroB OKb CAIIP. OIIK-10.3
12.Ha3znauenue u GpyHKIIHOHAIBbHBIE BO3MOXKHOCTH AM/I3 OIIK-10; YK-2
AKKODJIL.
13.Tunet CK3U u ux QpyHKIHOHAIEHOE Ha3HAUYCHUE. OIIK-10; OIIK-12; YK-2
14.JIuneiika npoaykToB Ha peiHKe C3U. OIIK-10; YK-2
15. Apxurektypa u coctaB C3U SecretNet. OIIK-10
16.Pasrpanudenue g0CTyma K ycrpoiictBaM B SecretNet. OIIK-10; YK-2
17.TlomHoMoOuHOE yripaBiieHne 1ocTynoM B SecretNet. OIIK-10
18.KoHTposs menoctHocTH B SecretNet. OIIK-10
19.Konuenmus 3aMKHYTON IPOTrpaMMHON Cpebl, peaan3aiis B OIIK-10
SecretNet.
20.CpencTBa aHanM3a 1 OMCKa ysa3BuUMocTei XSpider u OIIK-10; YK-2
MaxPatrol.
21. Apxurektypa u coctaB SafeNet. OIIK-10
22.CocraB u HazHadyenne PCl Co6orb. OIIK-10
23.T1ousatne «xoabna 3amutse» OC. OIIK-10; YK-2
24. AntnapaTHbIe TEXHOJIOTUH MOAJEPKKH BUPTYAIU3ALUH. OIIK-10
25.TIpuHIUTIBI TOMEHHOM 3aIlUTHI. OIIK-10
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26.TToHsiTHE M OCOOCHHOCTH POJICBOM MOJTUTHKUA 0€30MTaCHOCTH.

OIIK-10; YVK-2

27.Tpan3akunoHHas maMsTh U 3auuTa uaopmanuu B Cynep-
OBM.

OIIK-10; YK-2

IIpumepHbIe 3a1aHNUA 1JIs1 TECTHPOBAHUS- IPOBepPKa ¢()OPMHUPOBAHHOCTH KOMIIETeHIM I

OIIK-10; OIIK-12; YK-2

1. Heab1o 3a1MThl MHPOPMALUM ABJIAIOTCH:
a) npedomepauierHue YmeyKku, UCKAXCenus, Ympamsi, OIOKUPOBAHUS Ul HE3AKOHHO20 MUPAXCUPOBAHUSL

MH_dQOQMaI_/{I/IU.

0) BHeApEeHNE CTOPOHHUX MTPOTPAMMHBIX areHTOB.
B) MPEOTBPANICHUE YTCHUS )KyPHAJIOB PETHCTPAIUH.

2. loBepeHHas 3arpy3Ka — 3T0:
a) CeTEeBOE YCTPOMCTBO, MOAKIIOUAEMOE K MATEPUHCKOM IJIaT€ KOMITbIOTEpA.
0)3a2py3Ka_pasiuiHbLX ONePayUOHHbIX CUCHEM MONbKO C 3apanee OnpeoeieHHblX NOCHOSHHbIX

Hocumesetl (HCII’IDMMQD,

MOJIbKO  C  JHcecmkKoco ducm) nocne yCcnewHozo 3aeepuierHus

cneyuailbHovlx npouedyp: Nnpo6ePKU UeroCmHocmu mexnHu4eCKux u npocpammHslx CD@OCI’I’ZS 1K (C

UCNOJb306AHUEM  MeXarUuIma

noutaco6020  KOHmMpOJiAa

yerocmuocmu) U

annapammiou

uoenmuchuxauuy / aymesmuduxayuy noJa1b306AMeEN .

B) 3arpyska

KOHTPOJIAA HEJIOCTHOCTH o6pa3a OHepaHHOHHOﬁ CHUCTCMBI.

OTIEPAIIMOHHONW CHUCTEMBbI C BHEIIHHX HE3aperuCTPUpPOBAHHBIX HOCHUTENEeH Oe3

IIpuMmepHbIe BONPOCHI K IK3aMeHY - IpoBepka copmupoBanHocTr kKommnereHnuid OITK-10;

OIIK-12; YK-2

KonTpoJsbHbIe BOPOCHI

IIposepsiembie
KOMIIETEHIIUH

IIpenmer u O00BEKT 3aIIMTHl IPOTPaMMHO-AIapaTHON
3amuThl. CBOMCTBA, BUIbI HHPOPMAIUH U €€ [IEHHOCTb.

OIIK-10; OIIK-12; YK-2

VYTeuka nHpopmanun u e€ Buabl. KaHambl yTeuki.

OIIK-10; OIIK-12; YK-2

CeTeBoe U MEXKCETEBOE B3aUMOJICHCTBHE.

OIIK-10; OIIK-12; YK-2

TTonmuTrka 6€301TacHOCTH.

OIIK-10; OIIK-12; YK-2

Bpe,[[OHOCHBIe IIpOrpaMMal. KOMHLIOTepHBIe BUPYCHL.

OIIK-10; OIIK-12; YK-2

TpOSIHCKI/IG KOHHU U CCTCBLIC YCPBU.

OIIK-10; OIIK-12; YK-2

Bpe,[[OHOCHBIe IIpOrpaMMal. IloTaitHbie XOObI U PYTKHUTHI.

OIIK-10; OIIK-12; YK-2

O IN@ |01~

BPEIOHOCHBIE MpOrpamMMbl JJii MOOWJIBHBIX YCTpPOMCTB.
[Ipoure BpeJOHOCHBIE IPOIPAMMBI.

OIIK-10; OIIK-12; YK-2

HanmenoBanue  BUPYCOB.  DIEMEHTHI
BPEJOHOCHOT'O IPOrPAMMHOI0 00eCIIeUEHUsL.

3alllUTHI oT

OIIK-10; OIIK-12; YK-2

10. Texnonorus Black u Whitelisting.

OIIK-10; OIIK-12; YK-2

11.CereBbie araku. OOOOMEHHBIN CIICHAPUIA aTaKH.

OIIK-10; OIIK-12; YK-2

12. Ataku «0TKa3 B 00CITy>KUBAaHUI.

OIIK-10; OIIK-12; YK-2

13.Ataku Ha mpotokonsl [P, ICMP, UDP, TCP. I'eneparopsr

atak. Ataka K. MurtHuka.

OIIK-10; OIIK-12; YK-2

14.Knaccudukanuu yJaj€HHbIX aTak.

OIIK-10; OIIK-12; YK-2

15. TexHOJIOrUH MEKCETEBOIO OKpaHUPOBaHMUA.

OIIK-10; OIIK-12; YK-2

16.MeTo161 06X0/1a MEKCETEBBIX JKPAHOB.

OIIK-10; OIIK-12; YK-2

17.TpeboBanusi W TOKa3aTeny 3aAlIUIIEHHOCTH MEXCETEBBIX

9KpaHOB.

OIIK-10; OIIK-12; YK-2
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18. TectupoBaHre MEKCETEBBIX YKPAHOB.

OIIK-10; OIIK-12; YK-2

19.CymHocTh BUpTYanu3aluu U 00JauHbIX TEXHOJOTHA.

OIIK-10; OIIK-12; YK-2

20. Tynnenupoanue. [Iporokonsl VPN kaHaabHOTO YPOBHSI.

OIIK-10; OIIK-12; YK-2

21.ITpotokou IPSec.

OIIK-10; OIIK-12; YK-2

22.1IpoTokomn obmeHa HHTEPHET-KII0YaMHU. [Tpumep | OIIK-10; OIIK-12; YK-2
npuMeHeHus nporokoa IKE.

23.IIporokon  ayreHtudukanuu  3aronoBka.  [Iportoxos | OITK-10; OIIK-12; YK-2
0e30macHOil  WHKANCYJIALHUU  COJIEPKUMOTO  TaKeTa.

CoBMecTHOE HCcToJib30BaHue poTokoiaoB ESP u AH.

24.OCcHOBHBIC THUIIBI 3alIMINEHHBIX cBs3el. I[Iporokonsr VPN
TPAHCIOPTHOT'O YPOBHSI.

OIIK-10; OIIK-12; YK-2

25. KpunTouuito3sl.

OIIK-10; OIIK-12; YK-2

26.Uudpactpykrypa PKI

OIIK-10; OIIK-12; YK-2

27.Mopenu cucteM oOHapYyKEHHS BTOP)KCHUIM.

OIIK-10; OIIK-12; YK-2

28.Knaccudukanus cucreM oOHapyKEHHUS! BTOPIKEHHH.

OIIK-10; OIIK-12; YK-2

29.00HapyXeHHe CUTHATYp U OOHapYKeHHE aHOMAJIUH.

OIIK-10; OIIK-12; YK-2

30.Cuctema o6Hapy>keHUsl BTOpKEHUI Snort.

OIIK-10; OIIK-12; YK-2

31.Meroxpr DataMining. MeToasl TEXHOJIOTHMH MOOWJIBHBIX
areHTOB U IMOCTPOCHUSI HMMYHHBIX CHCTEM.

OIIK-10; OIIK-12; YK-2

32.Metonet  DataMining. [Ipumenenue
AJITOPUTMOB M HEHPOHHBIX CETEH.

T'€HCTUYCCKUX

OIIK-10; OIIK-12; YK-2

33.Metoapl OOHapyKEHUsI BTOP)KEHHI Ha OCHOBE aHalM3a
3aMMIIEHHOCTH, aHalM3a LENIOCTHOCTH. BcrmomoraTenbHble
CpeJCcTBa OOHAPYKEHHUS.

OIIK-10; OIIK-12; YK-2

34.Metozpl 00x0/1a cucTeM 0OHAPYKEHHsI BTOP>KEHUH.

OIIK-10; OIIK-12; YK-2

35. TectupoBanue cucteM 0OHAPYKEHUS! BTOPIKCHHIA.

OIIK-10; OIIK-12; YK-2

36. Cucremsl IpeynpexIeHUsI BTOPKEHUH

OIIK-10; OIIK-12; YK-2

IIpumepHbIe 3a1aHUA 1JI51 TECTHPOBAHUSI-TIPOBEPKa c(pOPMUPOBAHHOCTH KOMIIETEHIIUH

OIIK-10; OIIK-12; YK-2

1. IIpotokoa IPSec padoraer Ha kakom ypoBHe moaean OSI:
a) na cemegom yposne.

0) Ha KaHAJILHOM YPOBHE.
B) Ha (PM3MYECKOM YPOBHE.

2. Pyrkur — 3710:
a) KOMITbIOTEPHBIN BUpYC.

0)

HaAboOp  NDOCDAMMHBLIX __cpeocme  (Hanpumep,

UCNOJIHAEMBIX

datinos,  ckpunmos,

KOHU2YypauuorHoulx aunos), obecneyusaromux: MAckuposxky obwvekmos (npoueccos, paiios,

Kamano208, opaueepos);ynpasienue (cooblmusmuy, npoucxoosumumiu 6 _cucmeme),;coop OanHbIx

(napamempos cucmembl).

B) pEKJIAMHOE MTPOrpaMMHOE oOecrieueHue

6. YueOHO-MeTOAMYeCKOe U MH(OPMAIITUOHHOE 00ecredyeHHue U CIUTIIUHbI

6.1. CIMCOK NCTOYHUKOB U JINTEPATYPHI

Hctounuku
OCHOBHBIE
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. ®enepanbubiii 3akoH oT 27 utons 2006 r. Ne149-03 «O6 undopmanmu, HHOOPMAITMOHHBIX

TEXHOJIOTHSX W O 3amure uHpopManuu». [DIeKTpoHHBIM pecypc]| : Pexum nmocrtyna :

http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboaHbII. — 3ari. ¢ dKpaHa.

. @enepanbublii 3akoH oT 27 wurong 2006 . Nel52-®3  «O nepcoHanbHBIX JaHHBIX)»

[DNeKTPOHHBII pecypc] : Pexxum JIOCTyIIa

http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBo6oaHbIit. — 3ari1. ¢ 5KpaHa.

. ®enepanbubii 3ak0oH or 6 ampens 2011 1. Ne63-d3  «OO0 37eKTpOHHON  TOIITUCHY.

[DneKTpOHHbIN pecypc] : Pexum JIoCTyna

http://www.consultant.ru/document/cons doc LAW 112701/, cBo6oHbIN. — 3ari. ¢ 3KpaHa.

. ®enepanbubiii 3akoH oT 27 nexadbps 2002 r. Nel84-03 «O TEeXHHUECKOM pEryJIHpOBaHUI
[DneKTPOHHBII pecypc] : Pexxum JIOCTyTIa :

http://www.consultant.ru/document/cons_doc LAW 40241/, cBo6oaHbIN. — 3ari. ¢ dKpaHa..

Jluteparypa
OCHOBHast

. Xopes, II. b. IlporpammHo-anmapaTtHasi 3ammura uHbopMmanuu : ydeOHoe mocobue / ILb.
XopeB. — 3-¢ u3a., ucnp. u gom. — Mocksa : UHOPA-M, 2022. — 327 c. — (Bsicmiee
obpasoBanue: bakanaspuar). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - Tekcr :
anextponnbii. — URL: https://znanium.com/catalog/product/1865598. — Pexxum noctyma: 1o
MOJIITUCKE.

. Mapmakos, JI. B. IlporpammHo-anmapaTHble CpeACTBa 3allUThl MHPOpMaUU : ydeOHOE
noco6wue / JI. B. Mapmaxkos, /I. B. ®atxu. — Pocro-Ha-Jlony : Jonckoii ['TY, 2021. — 228
c. — ISBN 978-5-7890-1878-1. — Tekcr: oanexkTpoHHBIH / JlaHb @ 3JIEKTPOHHO-
oubnmuoreunas cucrtema. — URL: https://e.lanbook.com/book/237770. — Pexxum mocrtyma:
JUIsl aBTOPH3. TOJIb30BaTEIIEH.

. IlporpaMMHo-anmapaTHble CpeAcTBa 3aliuThl MHGOpManuu : ydeOHoe mocobue / JI. X.

MudraxoBa, A. P. Kacumoma, B. H. KpacunphuukoB [u np.]. — Cankr-IlerepOypr :
Wntepmenus, 2018. — 408 c. — ISBN 978-5-4383-0157-8. — TekcT : anekTpoHHslii // JlaHb
: ANeKTpoHHO-OmOmmoreuHas cucrema. — URL: https://e.lanbook.com/book/103200. —

Pexum noctyna: u1st aBTOpuU3. MONb30BATENEH.

JomnonauTtenbHas
. Kazapun, O. B. IIporpammHo-anmapaTHble CpeICTBa 3allUThl HHGOpMalMU. 3amuTa

IpOrpaMMHOro obecriedeHus: yueOHUK M HpakTukyM ais By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : M3narensctBo IOpaiit, 2020. — 312 ¢. — (Bricmiee o6pa3oBanue).
— ISBN 978-5-9916-9043-0. — Texkct: anekrponHsiit / DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/452368

. lernos, A. 1O. 3amura uHpOpMALKMU: OCHOBBI TEOPHM: Y4YEOHMK A OakajlaBpuaTta |
maructpatypsl / A. 1O. ernos, K. A. lllernoB. — Mocksa: U3natensctBo HOpaiit, 2020. —
309 c¢. — (bakamaBp m Maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5. —
Tekcr : anextponusiii / DBC IOpaiit [caiir]. — URL: https://urait.ru/bcode/449285

. [lTanprun, B. @. KommiekcHas 3ammTa nHGOpMaIuu B KOPIOPATUBHBIX CUCTEMax : ydeOHOe
noco6ue / B.®. lllanbrun. — Mocksa : ®OPYM : UTHOPA-M, 2022. — 592 c. — (Bsiciiee
oOpa3zoBanue: bakanaspuart). - ISBN 978-5-8199-0730-6. - Tekct : snexkTpoHHbIH. - URL:
https://znanium.com/catalog/product/1843022. — Pexxum ocTyma: mo moJImucKe.
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6.2. Ilepeuenpb pecypcoB HHPOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTn «HTepHET.

1. Odunmaneusiii caiit ®CTIK PO [Dnexrponnslii pecypc] : Pexum
nocryna: http://www.fstec.ru/, cBoOOIHBIN. — 3arl. C 3KpaHa.

2. Caiit xomnaanu OKB CAIIP [DnexTpoHHsIii pecypc] : Pexum mocryna:
http://www.okbsapr.ru/, cBo6oHbIi. — 3ari. ¢ KkpaHa.

HanwmonanwsHast snekrponnas 6udaunorexa (H3B) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnmorexa Www.elibrary.ru
DnexkTponnas 6ubmmorexa Grebennikon.ruwww.grebennikon.ru
Cambridge University Press

ProQuest Dissertation& Theses Global

SAGE Journals

TaylorandFrancis

JSTOR

6.3 IIpodeccuonanbubie 6a3bl JAHHBIX U HHGOPMANMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuonanbHbIM 6a3am maHHbIX: hitps:/liber.rsuh.ru/ru/bases

WNHdopManroHHbIE CIPABOYHBIE CHCTEMBI:
1. Koncynsranrt [Imoc
2. Tapanr

7. MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHUIINHBI

Hns obecneyeHWs:  TUCHMIUIMHBI ~ HCTOJB3YeTCS  MaTepHalbHO-TEXHUYEecKass  0aza
00pa30BaTEeNbHOTO YUPEKIACHUS:

1) s JEKUMOHHBIX 3aHATHI - ydueOHas ayIUTOpHs, JOCKA, KOMIBIOTEp HJIM HOYTOYK,
MIPOEKTOP (CTALlMOHAPHBIN WJIM IEPEHOCHOMN) /JIsl IEMOHCTPAIlMU Y4eOHbIX MaTEpUasIOB.

CocraB MporpaMMHOT0 0OECTICUCHHS:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

Jy1ist TpoBeIeHuUs 3aHATHH JICKIIMOHHOTO THTIA TIPEJTAraloTCsl TEMAaTHUECKHE WILTIOCTPAIIHH B
dbopmarte npesenraiuit PowerPoint.

2) uis Ta0OPATOPHBIX 3aHSATHI — KOMITBIOTEPHBIH KIaCC HIIH J1a00paTOpHs, T0CKa, IPOSKTOP
(cTaMOHApHBIM WM TEPEHOCHOH), KOMIBIOTEp WJIM HOYTOyK JUis IIpernojaBarers,
KOMITBIOTEPHI 1151 00yJarOLIIXCS.

COCTaB nporpaMmMHOTO O6CCHC‘-ICHI/I$IZ
1. Windows

2. Microsoft Office

3. Kaspersky Endpoint Security

4. Mozilla Firefox
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5. MicrosoftSharePoint 2010

6. SecretNetStudio 8.4

7. Dallas Lock 8.0

8. Vmware Player 15.5 + I'octeBas OC CentOS 7
9. Open VPN

10. Wireshark 3.0

11. Snort

12. HaGopMD:

e Avast firewall

e Auvira firewall

e Comodo firewall

e DrWeb Security suite
e Zone Alarm firewall
e OutPost firewall

e McAffeTotalSecurity
e Avg-internet-security

8. Obecneuenne 00pa3oBaTENIbHOIO NPoOIECCa J1JIsl JINI C OTPAHNYEHHBIMH BO3MOKHOCTSIMHU
310pOBbA

B xozae peanuzanuy IUCHUAILIMHBL HCTIOJIB3YIOTCS CIEAYIOIUE JOTIOIHUTEIbHBIC
METO/bl 00Y4EHUs1, TEKYIIEro KOHTPOJISI YCIIEBAaEMOCTH U IPOMEKYTOUHON aTTecTaluu
00yyarouuxcs B 3aBUCUMOCTU OT UX UHJIUBUIYaJIbHBIX OCOOEHHOCTEMH:
® IS CJICIBIX U CIIa0OBUIAIIUX:
— JIeKUUH O(QOPMIISIOTCS B BHJIE€ 3JEKTPOHHOIO JOKYMEHTA, JOCTYHHOIO C IOMOILBIO
KOMIIBIOTEpA CO CTIELUATN3UPOBAHHBIM IPOTPAMMHBIM 00ECIIEUEHUEM;
— IIUCBMEHHBIE 3aJaHUs  BBINOJHAIOTCA HAa KOMIIBIOTEPE €O  CIIELUAIM3UPOBAHHBIM
IIPOrPaMMHBIM 00€CTI€YeHUEM, UITU MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM,;
— obecreunBaeTcsl MHAMBHIyaIbHOE paBHOMEpHOE ocBelieHre He MeHee 300 Jtokc;
— 17 BBIMOJHEHMs] 3a/JaHus MpU HEOOXOJMMOCTH IMPENOCTABIAETCS YyBEJIMYHUBAIOLIEE
YCTPOMCTBO; BO3MOXHO TAaK)K€ HCIIOJIb30BaHHE COOCTBEHHBIX YBEINYMBAIOIIUX YCTPOICTB;
— NUCbMEHHbIE 3a7aHHs 0(OPMIISIOTCS YBETUUEHHBIM IIPUPTOM;
—3K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hopMe MIIM BBINOJIHSIOTCS B MUCBMEHHON (opme
Ha KOMITBIOTEPE.
® Ui TIYXHX M cIa00CTBIIIAIHX:
—JIeKUu O(GOpMIISIOTCS B BHUJAE OJEKTPOHHOIO JOKYMEHTa, MO0 MpenocTaBisercs
3BYKOYCHJIMBAOIIAS annaparypa WHANBUIAYaJIbHOTO MOJIb30BAHNUS;
— MUCbMEHHBIE 3a/IaHUS BBITIOIHAIOTCA HAa KOMIIBIOTEpE B MUCbMEHHO hopme;
—9JK3aMeH M 3a4€T NpPOBOAATCA B MHUCBMEHHOM (opMe Ha KOMIBIOTEPE; BO3MOKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.
e JUIA UL C HAPYLIEHUSIMU ONIOPHO-ABUTATENIBHOTO aIllapara:
— JIGKIIMM O(QOPMIISIFOTCS. B BHJIE€ D3JEKTPOHHOTO JTOKYMEHTA, JOCTYINHOTO C IOMOIIbIO
KOMITbIOTEpA CO CHEIMATHU3UPOBAHHBIM ITPOrPaMMHBIM 00eCTIeUeHHEM;
— IIUCBMEHHBIE 3aJ]aHUsl BBINOJHAKOTCA HAa KOMIIBIOTEPE €O  CIIENHAIM3UPOBAHHBIM
IPOTPaMMHBIM 00€CTIEYCHHEM;
—3K3aMEeH U 3a4€T MPOBOJATCSA B YCTHON (hOpME WIIM BBIMOJIHSIOTCS B MUCbMEHHOU (opme
Ha KOMIIBIOTEPE.
[Ipu HEOOXOMMMOCTH MpEeTyCMaTPUBAETCS YBEIHMUEHNUE BPEMEHH IS ITOJTOTOBKH OTBETA.
[Iponienypa  mpoBeAeHUsT  NPOMEXYTOUYHOM  arrecTanuu Ui OOY4aroLIUXCs
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YCTaHABIMBACTCSI C Y4Y€TOM UX HMHIUBHIYaJbHBIX TCUXO(PU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO ATAIOB.

[Tpu mpoBeneHNH NPOLEAYPHl OLCHUBAHUS PE3YNBTaTOB OOYYEHHUS MPEAyCMaTpPUBACTCS
UCIOJIb30BaHME TEXHUYECKUX CpEACTB, HEOOXONMMBIX B CBA3M C HWHAWBUAYaJIbHBIMU
0COOCHHOCTSAMHU 00yYaroIuXcs. DTU CPEACTBA MOTYT OBITh IPEAOCTABICHBI YHUBEPCHUTETOM,
WJINA MOTYT MCIIOJIb30BAThCSI COOCTBEHHbBIE TEXHUYECKHE CPECTBA.

[IpoBeneHre mMpoUEAYpbl OLICGHUBAHHUA  PE3YIbTaToB  OOy4eHHUS  JIOMyCKAaeTcsl C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00Pa30BaTeIbHbBIX TEXHOIOTUH.

ObecneunBaeTcs AOCTyN K MH(POPMAIMOHHBIM M OuOimorpaduyeckuM pecypcaMm B CETH
WutepHer Ui Kaxaoro oOydarouierocs B (opMmax, aJalTHPOBAHHBIX K OrpaHMUYEHHSIM HX
3JI0pOBbBsI U BOCTIPHATHS HHPOPMALIUU:

® JUIs CJICIBIX U CIa0OBUIAIIUX:

— B 1e4aTHOM (hopMe YyBEITMUYCHHBIM HIPU(TOM;
— B (popMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B popme ayauodaiina.

e Ui TIYXHX M cIa00CITbIIIAIHX:

— B 11e4aTtHoH dopme;

— B (popMe PIIEKTPOHHOTO TOKYMEHTA.

e Ui o0yYaroIuXxcs ¢ HapyIIEHUIMU OIIOPHO-ABUraTeIbHOIO arnmapara:
— B 11e4aTtHoi dopme;

— B popMe 2IIEKTPOHHOTO IOKYMEHTA;

— B dhopMme aynuodaiina.

Y4eOHble ayIUTOPUH JUIs BCEX BUIOB KOHTAKTHOW M CaMOCTOSITEIBHON paboThI, HayYHas
O6ubIMoTEKa M MHbIE MOMEIIEHUS JUIsl 0OyueHHs] OCHALIEHbI CIEIHaIbHBIM 000pYI0BaHHEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMH CPEICTBAMU O0YUCHUS:

® IS CJICIBIX U CIIa0OBUIAIIUX:

— YCTPOMCTBOM Ji CKaHUpoBaHus U ureHus ¢ kamepod SARA CE;

— muctieem bpaiing PAC Mate 20;

— npuHTepoM bpaitnst EmBrailleViewPlus;

® JUIS TIYXHX M CIa0O0CTBIIIAIIHX:

— aBTOMATU3UPOBAHHBIM pPabOYUM MECTOM JUIsl JIIOJIel ¢ HapylleHHeM cliyXxa H
C71a00CIIBIIIAIINX;

— aKyCTHUYECKUH YCHIIUTENh ¥ KOJIOHKH;

e Ui o0y4aroImuXxcs ¢ HapyIIEHUSIMU ONOPHO-ABUTaTeIbHOIO arnmapara:
— MepeBUKHBIMU, PETYIUPYEMBbIMU SproHoMuuyeckumu naptamu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CIEIMaIbHBIM ITPOrPAMMHBIM 00€CTICUeHHEM.

9. MeToauveckue MaTepuaJbl

9.1. Ilnanb! 1a0OPaTOPHBIX 3aHATUN
- mpoBepka chopmupoBarnnoctr komrereHmid OITK-10; OIK-12; YK-2

Tembl yueOHON AMCHMILIUHBI MPEIyCMAaTPUBAIOT MPOBEACHUE JTaOOPATOPHBIX pabOT, KOTOPHIE
CIIY’KaT KaK LEJsIM TEKYILEro U IMPOMEXYTOYHOI0 KOHTPOJIS 3a IOATOTOBKOM CTYIAEHTOB, TaK U
HEeJSIM TIOJyYeHHUS] MPAKTUYECKUMX HAaBBIKOB IMPUMEHEHUS METOJIOB BBIPAOOTKH pEIIeHHUH,
3aKpEeIUIEHUS] W3YYEHHOI'0 MaTrepuana, pa3BUTHS YMEHUH, NMPUOOPETEHUs OINbITa pELICHUs
KOHKPETHBIX NMP0o0JIeM, BEAEHHUS TUCKYCCUI, apryMEHTAIMH U 3alIUThl BBIOPAHHOTO PELIEHUSI.

[lenpto nabopaTopHbIX pabOT SABISETCS 3aKpelyieHHE TEOpPeTHYECKOro Mmarepuana |

HpI/IO6pCTCHI/Ie MNPAKTUYCCKUX HABBIKOB HCIIOJB30BAHUA MCTONOB IIPUMCHCHUSA IIAKCTOB
KOMHLI—OTGpHOﬁ MaTeéMaTHKU B HpO(i)eCCI/IOHaJ'II)HOI\/'I ACATCIIBHOCTU, MPUMCHATH HABBIKW [JIA
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OpUHATHS HamOosee >(PPEeKTUBHBIX PEUICHUH B YCIOBUSAX OBICTPO MEHSIOIICHCS PealbHOCTH,
1U1s1 OBICTPOM alanTay K M3MEHSIOIUMCS YCIOBHUAM JEATEILHOCTH.
Tematuka 1a60paTOpHBIX PabOT COOTBETCTBYET IPOrpaMMe Kypca.

5 cemecTp

JlaGopaTopHuas pa6ora 1 (4 4.). OCHOBHbBIE CEpBHCHI 6€30MACHOCTH- IPOBEPKA
chopmupoBanHoctu komnerenmui OITK-10; OITK-12; YK-2

Llenv pabomul: OTyYCHHUE PAKTUICCKAX HABBIKOB O CEPBHCAX 0€30MMaCHOCTH COBPEMEHHBIX
MPOJYKTOB.

Vkazanus no evinonnenuro 3a0anus: 0OpaTUTh BHUMaHUE Ha 0a30BbIe MEXaHU3MBI pealTu3aIliu
3aIUTHI.

Bovinonnenue 3aoanusi:

B xoze nmpakTrueckoi paboThl CTYICHTHI 3HAKOMSTCSI ¢ OCHOBHBIMH ITOXOaMH B 00JIaCTH
peanu3aluy CepBUCOB OE30ITaCHOCTH ONEePallMOHHOM crucTeM Ha nmpumepe CentOS 7.
KonmponvHule éonpocor:

1. ITonsiTue cepBuc 6€30MaCHOCTH.

2. ApXuTeKTypa peann3auu CepBUCOB 0€3011aCHOCTH.

3. OYHKIIMOHAIBHOCTb CEPBUCOB OE30MACHOCTH.

JlaGoparopuas paoora 2 (4 4u.). CpeacrBa ayrenruduxanuu u uaenrupuxanuu [NAC3U
3ammThl 0T HC/I- mposepka chopmupoBanHoctr komnerenmuid OIMK-10; OITK-12; YK-2
L]env pabomul.: IONyYeHHE MTPAKTUUYECKUX HABBIKOB B pa3paboTKe M 3KCILTyaTalluu CPE/ICTB
ayTeHTU(UKAINK U UACHTU(DUKAIIIH.

Vxazanus no eévinonnenuro 3adanus; oOpaTuTh BHUMaHKUE HA MIPUKIAHBIE 00JaCTH IPUMEHEHUS
CPEZCTB 3alIUTHI IPOTPAMMHOTO 00ECIIEYEeHUSI.

Buvinonnenue 3a0anus:

B xo1e nmpakTHUeckoi paboThl CTYIEHTHI 3HAKOMSITCS C IITATHBIMH CPEJICTBAMH
ayTeHTU(UKAINU U UACHTU(DUKAIINHN.

KoumponwHule 6onpocur:

1. OyHKIMUXEMUPOBaHUS TAPOJIEH.

2. Ilonutuky 6€30NMacHOCTH M UX peanu3anus B coBpeMeHHbIX OC.

3. Mexanu3mbl uaentudukaru nons3osareneii B [TAC3U SecretNetStudio.

4. Unentuduxanus nonszosareneit B [IAC3U DallasLock.

JlaGopaTopnas pa6ora 3 (6 u.). Perucrpauusi coobiTuii 6esonmacuoctu [NTAC3HU 3amuThl ot
HC- npoBepka copmupoBannoctu kommnereHmit OITK-10; OIIK-12; YK-2

Lenv pabomul: IOTyYeHHE MPAKTUYECKUX HABBIKOB B ITPOBEACHUH ayAUTa U PETUCTPALUU
coObrtuii Ub.

Ykazanus no eévinonnenuro 3a0anus; 0OpaTUTh BHUMaHUE Ha 0053aTeIbHOCT TpeboBanuii PJ1
OCTIK Poccun «3amura oT HeCaHKIIMOHUPOBAHHOTO JocTyna K uHpopmanuu. Yacts 1.
[TporpamMHoe oOecrieueHue CpeaCcTB 3auuThl HH(popMmarmu. Kinaccudukaus no ypoBHio
KOHTPOJISI HEJIEKJIapUPOBAHHBIX BO3MOKHOCTEM .

Buinonnenue 3adanus:

B xone npaktuueckoil paboThl MPOBOJUTCS ayAUT U aHAIU3UPYIOTCs coobiTus b Ha mpenmer
yrpos.

Konmponvhuvie 6onpocuwi:

1. TTonsiTue ayaut 6€30MacCHOCTH

2. Knaccudukanus codsrruit Ub Ha nmpenmer yrpos.

3. CocTaBiieHne OTYETA O IPOBEACHHON ayIUTE.
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4. Pabora ¢ )xypHaiamu Oe3omnacHoctu. Hactpoiika aynura B [IAC3U DallasLock u
SecretNetStudio.

JlaGoparopHuas padora 4 (6 4.). Cpeacra kouTpo.s ueaocrHoctu IIA3CH 3ammThI 0T
HCJI- nposepka copmupoBannoctu komrereHmii OITK-10, YK-2

Llenv pabomul: MOTyYeHNE MPAKTUIECKUX HABBIKOB B UCCIIEOBAHUH CPEJCTB KOHTPOJIS
LEJIOCTHOCTH.

Ykazanusa no evinonnenuro 3adanus; 00OpaTuTh BHUMaHUE Ha COBPEMEHHBIE TPOTrPAMMHO-
anmnaparHble CpeiCTBa KOHTPOJIS LIETOCTHOCTH.

Bvinonnenue 3a0anusi:

B xone npaktuueckoil paboThl CTYIEHTHI IPUOOPETAIOT HABBIKU PabOTHI CO CPEICTBAMU
rapaHTUPOBAHHOTO yAaJIeHUsI HHPOPMAITUH, 3HAKOMSITCS C IPUHITUIIAMEI KOHTPOJIS IIETIOCTHOCTH
I10.

KoumponvHuie 6onpocui:

1.CpenctBa 10BEpEHHOM 3arpy3KH.

2. [Monstue BIOSu Mmexann3Mbl KOHTpOIIs nestoctHocTH OC Ha ATarne 3arpy3Ku.

3. [Ipumeps! momyssipHBIX Ha pbIHKE petieHui [10 mo KOHTPOIIO 1ENOCTHOCTH.

6 cemecTp

Jladoparopnas padora 1 (4 4.). UcciaenoBanue Tpaddpuka ¢ momourbio cauddepa -
npoBepka chopmupoBanHoct komrereHmii OITK-10; OITK-12; YK-2

3agaHus:

1. Ilpoananu3upoBaTh BO3MOXHbIE yrpo3bl 1 araku Ha AVC opranuzanuu.

2. Uzyuenue tpadduka ¢ momompro WireShark.

Yka3zaHus 1Mo BBINOJHEHUIO 3aJaHUM:

1. M3yuuts TeOpeTHUECKUi MaTepua 1o TeMe.

2. OTBETUTH Ha TEOPETUIECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHON PabOTHI

JlabopaTopnasi padora 2 (4 u.). UccienoBanue MeTo10B ceTeBOil (UIBTPALIMN HA IPUMepe
Habopa mexkcereBbIX 3kpaHoB OC Windows- npoBepka chOpMUPOBaHHOCTH KOMIETEHIIUIH
OIIK-10, OIIK-12, VK-2

3anaHus:

1. Hacrpoiika u koHpurypupoBanue MexcereBoro skpana st OC Windows.

2. Co3janue 1eMUIUTapU30BAHHOM 30HBI.

3. TectupoBanue GyHKINOHATHLHOCTH.

YKa3zaHus MO BBITOJHEHUIO 3a/ITaHHM:

1. VI3yuuTh TEOPUTHUECKUN MaTEpUal M0 TEME.

2. OTBETUTH HAa TEOPUTHUUECKUE BOIIPOCHI B KOHIIE JIAOOPATOPHON pabOTHI

3. Odbopmuth 0TUET O TAOOpPATOPHOU padoTe.

Jlaboparopnas padora 3 (6 u.). UccienoBanue 3anmmenHoctu OC Linux Ha npumepe

iptables - nposepka copmupoBannoct kommerennuii OITK10, OIIK-12, VK-2

Samanus:

1. Hactpouts Ge3omacHoe B3aumoeiicTeue AByx IP-cereit mexay coboit uepes ceTh 0011Iero
nonp3oBanus (MHTEpHET), cpepcTBamMu mporpaMmmHoro npoaykra OpenVPN.

2. Co3path KJIIOYHU U CepTUPHUKATHI 0€30MaCHOCTH.

3. Hacrpouts koHpurypanmonusiii gaitn VPN-kmuenra.

4. HactpouTs iptables. [IpoBeputs npruMeHeHNE MPaBUIT QUIBTPAIIHH.

VKka3aHus 10 BBIIOJIHEHHIO 33/ITaHUN:

1. V3yunTh TEOpETHUUECKUN MaTEPUAI 110 TEME.
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2. OTBETUTH HAa TEOPETUUECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHON PabOTHI
3. Opopmuts oTYET MO JabOpaTOPHOI padoTe.

Jladoparopnasi padora 4 (6 4.). CpeacTBo oOHapy:KeHHsI BTOp:KeHHs1 SNOIT - mpoBepka
chopmupoBannoct komrereniuii  OIIK-10, OIIK-12, YK-2

3amanus:

1. YcranoBuTh cucteMy OOHapYKEeHHUsI BTOP>KEHUI Snort

2. Hactpouts Snort noj 3a1a4i OpraHu3aliuu.

Yka3zaHus 10 BBINOJHEHUIO 3aJaHUN:

1. V3y4uTh TEOPETUUYECKHUIN MaTepual 1o TEMeE.

2. OTBETUTH HAa TEOPETUUECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHON PabOTHI

3. Odopmuth oTYET MO JAabOpPaTOPHOI padoTeE.
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Ipunoosicenue 1. Annomayus pabouet
npocpammuvl OUCYUNTUHDBL

AHHOTAIIUSA PABOYEN ITPOTI' PAMMBI JIUCIIUILIAHBI

Hucnumumaa «CpencrBa mporpaMMHO-aNapaTHON 3ailuThl MHQOpMAIMuy peam3yercss Ha
dakynprere MHPOPMAIMOHHBIX CHUCTEM H 0€30MacCHOCTH Kadeapod KOMIUIEKCHON 3alluTh
uHpopmanuu.

[lenp IUCUMIUIMHBL DPA3BUTh Yy CIOylIaTeNIed IOAXOX K pPEIICHHIO TEXHUYECKHX 3a1ad
pOTpaMMHO-aNIapaTHOHN 3aIUThHl HHPOPMAITIH.

3agaun: M3y4eHUE OCHOB IOCTPOEHMS MOJCHUCTEM MH(OPMAIMOHHOM 0€3011aCHOCTH, OCBOCHHE
OPUHIUIIOB  HCIOJIB30BaHUA TMPOTrPAaMMHO-ANMAPATHBIX CPEACTB  3allUThl  WH(pOpMAIHH,
BbIpabOTKa YMEHUH IPOBEIEHHS OLIEHKH 3aLUILEHHOCTH HHPOPMALIMOHHBIX CUCTEM.
JucuuruimHa HarpaBieHa Ha pOPMUPOBAHUE CIEIYIOIIUX KOMITCTEHIIHIA:

e VK-2 — CnocoleH ompenensars Kpyr 3ajad B paMKax MOCTaBJICHHOW €M U BBEIOMpATh
ONTUMAJIbHBIE CHOCOOBI WX PELICHUS, MCXOAS M3 JCHCTBYIOUIMX MPAaBOBBIX HOPM,
UMEIOIUXCS PECYPCOB U OTpaHUYCHHIA

e OIIK-10 — Cnoco0OeH B KayecTBe TEXHHUYECKOTO CIEIMAJNCTa MPHUHUMATh y4acThUE B
(GOpMUPOBAaHUM TOJNHUTHKH HH(POpMANMOHHONW 0E30HacHOCTH, OpPraHU30BHIBATH U
NOJ/ICP’)KUBATh BBHIMOJIHEHHE KOMILJIEKCAa Mep M0 OOecledeHrut0 HH()OPMAIMOHHON
0€30MacHOCTH, YIPABISATH MIPOIIECCOM HX PeaTH3alui Ha OOBEKTE 3aIUThI

e OIIK-12 — CriocobeH mpoBOIUTH MOATOTOBKY MCXOAHBIX JaHHBIX JUISI TIPOSKTUPOBAHHUS
MOJCHCTEM, CPEICTB OOecredeHus: 3aluThl  MHPOPMAUMU H I TEXHUKO-
SKOHOMUYECKOT0 00OCHOBAHHUS COOTBETCTBYIOIINX MTPOCKTHBIX PELICHUH

B pe3ynbraTe 0CBOGHUS NUCILUILIMHBI 00YYatOLIUICs JOIKEH:

3HaTh: APXUTEKTYpPy IOJCUCTEM O€30MacHOCTH, CMbICA 0a30BBIX TMOHATHH, TakuX Kak
UJCHTUPUKAIMS U ayTeHTU(UKAIUS, pa3rpaHUYeHne AOCTyNa U T.J.; MPOTOKOJIBI JIOKAIBHOW U
CETEeBOM ayTeHTU(UKAIIH.

YMeTh: OCYIIECTBIIATh HACTPONKY MOJIUTUKN YUEHBIX 3alIUCEH, BBIIIOJIHATh aIMUHUCTPUPOBAHNE
YUETHBIX 3amuceil mosib3oBarenel Ha miuatdpopmax Windows u Linux, uaeHTudUUIMpOBATH
ciabble MecTa U ySI3BUMOCTH MOACUCTEMbI HICHTH(PHUKAINN U ayTeHTU(UKALMU; pa3pabaThIBaTh
MaTpHUIly pa3sTpaHUYEHHUs J1OCTYIA, PEaJTU30BbIBaTh AMCKPELIIMOHHOE pa3rpaHUYeHHE JOCTyIa K
oObekTaM (ailloBO CHCTEMBI M CHCTEMHOIO peecTpa, aHAJIM3UPOBaTh OrpaHUUYCHHS
BBIUHCIIUTENBHBIX PECYPCOB, BBIOUPATh ONTUMAJIBHBIA HabOp nporpammHo-annapatHeix [IAC3U
Brnaners: HaBbIKaMM aJMMHUCTPUPOBAHMS IOJCUCTEM O€30MaCHOCTH, HACTPOHKU CHCTEMBI,
NOJUTUK O€30IacHOCTH, YINpaBICHHUsS YYETHbIMU 3alUCSMH, HaBbIKAMH HCIOJb30BaHUS
MOJIOKEHUH CTaHAapTOB MPU pa3paboTke, HacTpolike u 3kcrryaTauuu [TAC3U.

ITo guciuminHe npeaAyCMOTpCHA MPOMCKYTOUYHAA aTTCCTAlUA B (I)opMe 3a4ycTa (5 CCMCCTp) n

sK3aMeHa (6 cemecTp).
OO611ast TpyA0EMKOCTh OCBOCHHUS AUCLUIUIMHBI COCTABIISACT 4 3a4ETHBIX €TUHHIIBI.
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